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1. AKTyanHoOCT Ha pa3paboTBaHUA B AUCEPTALMOHHUA TPpya Npodnem B Hay4YHoO
N HAYYHO-NMPUNOXHO OTHOLLUEeHUne

Bbp3oTo passuTre Ha MHPOPMAaLMOHHO-KOMYHUKALMOHHUTE TEXHONOMMM 1 MacoBOTO
npemMuHaBaHe Ha gurutanHuTe n BGusHec npouecn B OBMaYHU CTPYKTYpW, NOCTaBA
BbNpocuTe 3a MHPOpPMaLMOHHaTa CUrypHOCT Npes Npean3BuKkaTencTBoTo Aa ce TbpCAT
W npunaraT noaxogsdwy MeToAM W cpeacTBa 3a KubepcurypHocTTa Ha Bceska
opraHusauus. YcrnopeoHo C TEXHOSMOMMYHUS HanpeabK, knbepatakuTe craBaTt BCe MO-
CMOXHW, NO LeneHacovyeHn 1 no paspywmtenHu. Cpen Har-onacHUTE NOCrneacTBus oT
Te3n MHUMOEHTU ca Te3u, CBbp3aHu C U3Tu4yaHe Ha gaHHu (data breaches). Te 3acarar
KOH(bmaeHUManHa wHgopmauus, WHTeNnekTyanHa CcoBCTBEHOCT, NWYHM [AaHHU U
cTpaTerMyeckn KoprnopaTuBHW TavHW. TpaguuuoHHUTE noaxoauM 3a KubepsawwuTa,
dokycupaHu nNpeauMHO BbpXy MNepuMeTbpHata CUTYPHOCT  (3alUUTHU  CTEHM,
aHTMBMpYCeH codTyep M CUCTEMM 3a OTKpMBaHe Ha MNPOHUKBAHWA), Beye He ca
AoctatbyHU. ChbBpeMeHHUTE 3ansiaxm 4YecTo ycnssaT da 3aobukonsaTt Tesn Gapuepw.
BeaoHbX M3TEKNN N3BBLH 3alUTEHUSI NEPUMETBP, KPUTUYHUTE AaHHW MoraT fa ce NosiBAT
B HepernameHTupaHu MNpoCTpaHCTBa, KaTto TbMHata Mpexa (Dark Web), xakepcku
dopymMu nnun nyénuyHmn nnatgopmmn 3a cnogensiHe Ha Koa.

Hanuue e HayyHOo-npakTM4ecko npoTuBopedvme: OT efdHa CcTpaHa, CbliecTByBat
OrPOMHM MacuBM OT MU3TEKNa KpUTUYHA MHGOPMaLMs, KOATO CbabpXa MHAUKATOPU 3a
KOMMpoMeTUpaHe U LEeHHW pasdy3HaBaTeNnHW AaHHW 3a 3anfnaxu, a OT gpyra CTpaHa,
nunceaT cucTeMaTUanpaHn Nogxoan U MHCTPYMEHTU 3a TEXHUS ObMNOOYMHEH aHanus C
uen pasno3HaBaHe Ha 6baeLUn BEKTOpPM Ha aTtaka. ToBa BOAU 4O curiHa HeobxoaumocT
OT NpeoaonsBaHeTo Ha Tasu npasHoTa. PaspaboTBaHeTO Ha MeTOoAM 3a aHanu3 Ha
N3TEKITU KPUTUYHM JaHHU MO3BOSISABA HE NPOCTO Ja Ce KoHCTaTupaT MUHAnM LWeTn, HO 1
Aa ce n3BnekaT 3aKOHOMEPHOCTM 3a TaKTUKUTE, TEXHUKUTE U npouenypute Ha kubep
npecTbnHUUnTE.



ToBa npasu TemMata Ha guceptaunoHHUA Tpya, 1 NoCTaBeHNUTE N peLUEeHU npo6neM|/|
B HEro, U3KN4YnTEesTIHO aktyaliHa, CbC CUJTHO N3pa3eHa Hay4YHO-TeopeTU4Ha U NpakTUKo-
NpuUyIo’)KHa 3Ha4YMMOCT 3a CbBpeMEeHHaTa I/IH(bOpMaLI,I/IOHHa CUT'YPHOCT. I'Ipe,u,BM,u,
pa3BUTMETO HaA CbBpeMEeHHUTe TeHAdeHUMn B Ta3Un obnacr, AKTyaliHOCTTa Ha
npeacraBeHnd amceptaumoHeH Tpy e 6escr|opHa, KOETO Ce AoKa3Ba N OT MHOXECTBOTO
Hay4HU (bOpyMI/I nocBeTeHN Ha Ta3n TemMa..

2. CteneH Ha Nno3HaBaHe CHLCTOAHUETO Ha Npobriema n TBopYyecka
MMNneMeHTauusa Ha nuTepaTypHusa matepuan

B anceptaunoHHus Tpya aBTOpbT NoKasBa MHOro 4obpo no3HaBaHe Ha TemaTukaTa
W ajekBaTHa uWHTeprnpetTauus Ha nutepaTtypHus martepuan. [lpencraBeHnAT 3a
peueH3npaHe guceptaumoHeH Tpya e ¢ obem oT 123 cTpaHMum, KOUTO BKOYBaT yBOA,
YyeTUpU T[NnaBK, 3akMoYeHne, MPUHOCK, CMUCBK C nybnukauuute, CBbP3aHU C
AancepTaunoHHUS Tpya, U CNUCHK C N3MoN3BaHa nutepaTypa, BKNoYBaLL 56 nutepaTypHH
N3TOYHMKA. KbM gucepraumsaTa MmMa U pPEeYHMK Ha W3NON3BaHUTE CbKpalleHus. B
anceprtauusaTa ca nsnonssanun 78 durypm n 10 Tabnmum.

3. CboTBeTCcTBME Ha n3bpaHaTa MeTOAMKA HA U3cregBaHe U NocTaBeHaTa uern
n 3agaydun Ha aucepraunoHHuAa Tpya € nocturHaTtute npuHoOCcu

KomnnekcHata uen Ha guceptaumMoHHUs Tpya € Aa ce pas3paboTu n npunoxu
METOAOSOrMYeH Noaxon 3a aBToMaTm3vMpaHa obpaboTka, yHudmumpaHe u aHanua Ha
ronemmn no obem xeTteporeHHN OaHHW OT U3TEKNU UM KOMMNPOMETUPAHN U3TOYHULM, C
uen TAXHOTo npodmnunpaHe, kKaTeropnsauns 1 U3BfMYaHe Ha NOTeHUWarnHu 3annaxu.

Hay4yHoTO u3cnegBaHe ce OCHOBaBa Ha xunoTtesaTta, Ye npuraraHeTo Ha LUSNOCTHO
pelleHne 3a n3crneaBaHe 1 aHanuanpaHe Ha U3TEeKNU AaHHW, peanuanpaHo ¢ noaxoasia
AktnBHa Cuctema n AHanmnsatop Ha U3teknu dJanHn (ACANL), we poBene Ao nosuLleHa
eEeKTMBHOCT MpM PaHHOTO OTKPUBAHE Ha PUCKOBE, N OO U3rpaxgaHe Ha MexaHu3Mu 3a
npeBeHUMst Ha MHAOPMaUMOHHATa CUIYpPHOCT. 3a TeCTBaAHETO Ha Tas3n Xxunortesa e
n3non3eaHa MeToAMKa, CbyeTaBalla KOHUEenTyanHo MogenupaHe, ©0asvMpaHo Ha
MHOXECTBO KNbCTepu OT 6asu gaHHW, U peanuaupaHa kato obradHa ycnyra OoT Tun
Software as a Service. M3non3saHn ca n aganTUBHW anropuTMK, aHanna Ha AaHHUTe 1
eKcnepumeHTanHa oOueHKka C noMowTa Ha paspaboteHa cuctema Pyformat.
MpunoxeHnte MeTOAN Ha u3cnenBaHe ca NoAXoAsLUN M AOCTaTbYHWU 3a NOCTUraHe Ha
nocTaBeHuTE Lenn n o6ocHoBaBaHe Ha NPUHOCUTE Ha ANCEePTaLNOHHUA TPy,

B yeoda ca npeacraBeHn uUenTa, OCHOBHWUTE 3adaynM 3a U3NbIIHEHME,
aprymMeHTaumsita n akTyanHocTTa Ha TeMaTta Ha gucepTaumoHHus Tpya. JonbiHMTeNnHo
ce odyepTaBa MOTMBaUMSATa 3a u3cnenBaHeTO, Npeasun CbBPEMEHHOTO pasBUTUE B
ynpaBfeHMEeTOo Ha KPUTUYHUTE OaHHN N KnbepcurypHocTTa.

B nbpea enaea e HanpaBeH obOWMpeH npernen Ha nuTepaTypaTta 3a TeKyLwoTo
CbCTOSIHME HA CUCTEMUTE 3a aHanuM3 Ha KPUTMYMHU OaHHW. BbBeaeHu ca Kkn4oBu
NOHATMA U AeUHNLNN, aHanNn3npaHu ca OCHOBHUTE KOMMOHEHTU U (PYHKLMOHANHOCTH
Ha cbluecTByBalm cuctemun. Cnep cpaBHEHMETO € HanpaBeH U3BO[, Ye HAMa TakaBa
cuctema, KosTo ga npaBu noapobeH aHanu3 Ha AaHHUTE M Oa [gaBa OTveT 3a



noTeHumanHuTe 3annaxu. 1o To3n Ha4yuH ca ngeHTMdUUMpPaHn NPONYCKN B HaCTOALWMTE
CUCTEMU U NPAaKTUKWN, KOUTO Tasu AucepTaums nma 3a uen ga agpecuvpa.

BbB emopa anaea ce pasrnexga npouechbT Ha opMmynupaHe u mMogenupaHe Ha
npegnoxeHarta cuctema 3a aHanua Ha nsteknun KputudHu gaHHm (ACAWL). YcrtaHoBeHu
ca TeopeTUYHUTEe OCHOBM Ha KOHUeNTyanHuss Mofefn, OnucaHu ca OCHOBHUTE
KOMMNOHEHTM 3a 0bpaboTka Ha nHopmauunaTa, u e npeactaBeHa LanocTHaTa TpUCnorHa
KNMEHT-CbPBBbP apxXUTeKTypa Ha cuctemaTta. TasuM rnaBa eqeKTMBHO npeBexaa
WHOPMaUNOHHNTE LUenn BbB (popmMarnHa cucteMHa creundukaumns, onpegensdia
CTPYKTypaTa v NoBeJeHNETO Ha KOHUEeNTyanHus moaen.

B mpema eanaea ca onucaHu OCHOBHUTE eTanu, CBbp3aHW C YNpaBfieHWeTo Ha
cbbpaHuTe gaHHn. OnncaHu ca MeToam 3a BanuanpaHe, sepuduunpade 1 omntpmpaHe
Ha OaHHUTE, CNpSMO TSAXHaTa KPUTUYHOCT. lNMpeanoxeHn ca OCHOBHM anroputMu 3a
aHanua Ha JaHHUTe, C uer, U3Bnn4yaHe Ha CMUCIOBM 3aBUCUMOCTW.

B yemebpma anaea e npeactaBeHO BHeApsiBAHETO M aBToMaTu3auusTa Ha
cuctemaTta. HanpaBeHO € nogpoGHO onuMcaHWe Ha TexXHUYeckuTe acnektu Ha
pa3paboTeHnss MpoTOTUN, BKIIOYUTENHO cxemMa Ha 0asaTa [aHHW, CKpunToBe 3a
aBTOMaTmM3auus, BU3HeC Nnoruka n MHTerpaunsa Ha KOMNOHeHTK, 6asnpaHun Ha paspaboTeH
moayn Ha ACAW[ - Pyformat. OnucaHa e emnupuyHata 4acT Ha u3cnenBaHeTo,
BKIMIOYNTESNTHO EeKCNepuMeHTanHus aums3anH U HeroBuTe pesyntatu. [lonyyenute
pesynTtaTu ca aHanuM3vpaHn U HTepPNpeTMpaHn ¢ nomoLlTa Ha Tabnuum n purypm, Koeto
Nno3BosisiBa cMCTeMaTUyHa OLEHKa Ha NpeanoXeHus NoAxod 3a aHanu3 Ha KPUTUYHU
AaHHW..

B 3aknroyeHuemo e HanpaBeHO 0006LeHe Ha U3MbIIHEHUTE LEenn 1 3a4aym Ha
AancepTaunoHHUs Tpya, KaTo ce 000CHOBaBa 1 NPUOXEHNETO Ha Mohena 3a aHanua Ha
N3TEKIN KPUTUYHU JaHHW, C Len, yBennuyaBaHe Ha MHOopMaLMOHHaTa CUYPHOCT.

4. Hay4Hu un/vnu Hay4yHO-NpPUIIOXHU NPUHOCU Ha AUCEPTALMOHHUSA TPYA

OcCHOBHUTE NPMHOCK NpeacTaBeHn OT aBTopa B ANCEPTAUMOHHMS Tpya MoraT ga ce
00600WAT KaTO NPUHOCU C HAyYHO-MPUIIOXEH XapakTep, U MNPUHOCKM C MNPUIOXEH
xapakTtep, [lo Mmoe MHeHune, Te 6u TpsabBano Aa ce npekBanuduumpar 3a ga 6baart gobpe
dhopmynupaHn n ocTaTbyHU, NO CNEAHNS HAYNH:

HayyHo-npunoxHu npuHocu:

1. MpeanoxeH e KOHUENTyaneH Moaen Ha cucTeMa 3a aHanvMs3 U U3BecTsIBaHe Ha
N3TEKNM KPUTMYHM AaHHM, 6asupaH Ha napagurmata 3a ynpaBrneHune Ha
AaHHUTE N KNOEPCUTYPHOCT.

2. dopmynupaHu 1 aHanusvMpaHu ca OCHOBHWUTE eTanu, CBbp3aHu ¢ obpaboTkaTa
Ha roneMu MacuBm U3TeKnM AaHHK, To3n Npouec e peanuanpaH Ypes anropuTmu,
noanexatim Ha nameprmMa onTUMU3aLUs U eMNMpUYHa NpPoBepkKa.

3. lMNpoBeaeHn N cbNocTaBeHN ca OCHOBHU EMMUPUYHM aHanu3n, KOMTO MoraT aa ce
npunoXxar Npu U3TEKNN JaHHW, KAKTO M NPUHUMNBT UM Ha paboTa, ¢ ocurypeHa
Ha[eXOHOCT M BanuaHOCT Ha N3MepBaHusTa.




[TpunoXxHu npuHocuU:

1. PaspaboteH e codTyepeH npoaykt Pyformat 3a obpaboTtka Ha ronemm macusm

AaHHW OT TUN ,M3TEKNN JaHHW", BKNIOYBALL (hopMaTth 3a MHCTPYKUUN N (punTpu 3a
Ka4yecTBo.

Cb3gageH e NpoekT Ha akTMBHA CUCTEMa M aHanuMsaTop Ha M3TEKNU AaHHW,
BKMNtOYBaLLa M aKTUBHaA cuctema 3a nssectue Ha nsteknu gadHHm (ACAML), konto
€ YaCTUYHO peanuaupaH.

MpeueHKka Ha NnybnukauuuTe No AMcepTaulMoHHUA Tpya: 6pon, Xxapakrep Ha
n3gaHusATa, B KOMTO ca oTneYyaTtaHu

BbB Bpb3ka C paspaboTBaHETO Ha AUCEPTALMOHHUA TPYyA, LOKTOPAHTbT €
npeacraBun 3 HayyYHW Tpyda, OT KOUTO 2 B CbaBTOPCTBO U €ANH CaMOCTOATENEH Tpya,
BCUYKW Ha aHrMnckn esuk. Ul Tpute nybnukauumn ca nsgagexHu s logunwHuka Ha My ,Cs.
MB. Punckn’, Codusa. Hama gaHHM 3a nybnuvkaumm Ha [OKTOpaHTa B MHAEKCUpaHu
MexgyHapogHu 6asm oT gaHHn SCOPUS wunu Web of Science. Hama pgaHHu 3a
UMTMpPaHNA Ha Nybnukaunmn Ha AOKTOpaHTa.

6. MHeHuMsA, NpenopBLKU N benexku

KaTo uano, MHeHMeTo MM 3a npeacTaBeHUs OMcepTauuoHeH Tpya e, Ye Toil e
pa3paboTeH nocrnegoBaTenHo U MMa BUCOKO HUBO Ha Hay4YHU U3CTeaBaHus.
Morat ga ce nocovaT cnegHuTe peaakLMoHHU 3a6enexKu:

B CbAbPXXaHMETO Ha Uenusa Tpy4 NunceBaT UMTUpaHusa — T.e. MMamMe HEKOPEKTHO
odhopMmsieHMe Ha no3oBaBaHWATA B TeKCTa, Ha urypute n Tabnuuute, KOeTo e
dhopMasiHoO HapyLeHne Ha akageMUYHNA CTUI Ha LMTUpaHe.

dopmanuamMpaHata 4YacT Ha KoHuenTyanHus wmogen ©6u morna pga 6bae
AONBNHUTENHO 3aabnboYeHa Ypes3 No-CTporM MatemaTuyeckn nNpeacTaBsHUs Ha
aganTMBHaTa noruka.

He e HeobxoQMMO Ha [Be MecTa B AMcepTaumMoHHMA Tpyn ga 6bae onmcaHa
CTpyKTypaTta Ha gucepTtauusaTa no rnasu (cTp. 9 u ctp. 125).

Hanu4ve Ha MHOXECTBO FpeLLKn OT hopMaTupaly, XxapakTep, KaTo: 3arfnaBuara Ha
rnaBuTe ca C No-Manbk WPUPT OT NOATOUKMTE, pasnnyHa rofneMmnHa Ha wpudgTta
Ha ekBMBANEHTHM noatoykm (Hanp. 1.6.1 n 1.6.2), HenspaBHeH TeKcT (cTp. 46, 47,
117, 123), n gpyrn Manku rpeLlkn oT CUHTaKTUYEH n dhopMaTmpall, Xxapakrep.
dopmynuTe B gnceptaumndata cnegsa ga ce Homepupar v fa ce UMTupa U3TOYHUK,
ako e Heobxoanmo.

Ha MHOro MecTa B TEKCTa, HMa No3oBaBaHe Ha (ouUrypuTe, KOMTO ca npeacTaBeHn,
KaKTO M HAKOW churypm ca ¢ MHOro gpebeH WwpnuT n manbk KOHTpacT (Hanp. dowr.
4.3)

Bbnpeku HanpaBeHWTe 3abenexku, cuyMtam, Ye [JOKTOpaHTbT Mokassa [aobpo
nosHaBaHe Ha npegMeTHaTa obnact. Bux npenopbyana Ha JOKTOpaHTa Aa NpoabIKN U
pasLwuvpun nscneasaHusTa c B obnactra Ha MHopMaLMoHHaTa CUrypHOCT, KaTo yeunm



CBOATa ny6rw||<au,|/|0HHa AenHocT npeanmHoO B TMPEeCTUXHU HaydHU 6bﬂrapCKM n
MeXxayHapogHu KOHCbepeHLI,I/IVI N NHOEeKCUpaHn n3gaHus.

7. 3aKn4YeHMe C fiICHA MOJIOKUTENIHA WU _ oTpuuaTesniHa _oOueHKa Ha
AncepTaulmMoHHUA Tpya

KpanHata mMun oueHKa 3a OMCEpPTaUMOHHUAT Tpyd Ha mar. uHx. MeaH Jlio6omunpos
[pbHKOB € mosioxkumesniHa. V/3BbplleHa € 3HaunTenHa no obem M cbabpKaHue
nacnegoBarterncka paboTa. IncepTaumoHHUAT TPYA HanbIHO OTrOBaps Ha U3NCKBaHMATA
Ha 3akoHa 3a pas3BUTME Ha akagemMuyHust cbCTaB Ha Penybnuka Bbnrapus, Ha
lMpaBunHuka 3a HEroBoTO MpunoxeHne n Ha [MpaBunHuka 3a ycnoBuATa U peda 3a
npugobusaHe Ha Hay4yHu ctenenun B MIY ,Cs. MB. Puncku”, Codous.

ToBa MM gaBa OCHOBaHWE Aa OLEHS MOSOXUTENHO AMCEepPTauMOHHUSA TpyAa M Aa
npenopbydamM Ha Hay4yHOTO Xypu Aa NpUMcbAn Ha mar. uHX. UBaH Jllo6omupoB
IOpbHKOB oOpa3oBaTenHaTta M Hay4YHa cTeneH ,AOKTOp“ no HanpaeneHue 5.13.
,OOLLO NHXEeHePCTBO”, Hay4Ha crneumnanHocT ,KoOMNITbPHM TEXHOMOIMN B MHXEHEpHATa
JenHocT”.

Codumsa, 04.08.2026 . UNEH HA HAYYHOTO XXYPWU:

/npod. a-p JaHnena MuHkoscka/
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1. Relevance of the problem developed in the dissertation in scientific and
applied terms

The vast development of the informatics-communicative technology and mass
transition of the digital and business process towards cloud infrastructures raises
guestions on the security of information in the face of the search and application of the
necessary cybersecurity methods and tools of every organization. Alongside the
technological advance, the cyberattacks grow in complexity, with narrower targeting and
greater destructivity. Among the most dangerous consequences are those related to data
leakage, or data breaches. They impact confidential information, intellectual possession,
private data, as well as strategic confidential corporate secrets. The traditional
approaches of cybersecurity, focused mainly on the perimeter security (firewalls, antivirus
software, and tools for locating penetrations) are no longer sustainable enough. Modern
threats often get through these barriers, and quickly at that. Once leaked outside the
security perimeter, the critical data can emerge on any non-reglamented place, be it the
dark web, hacker forums, public platforms for code sharing, etc.

A scientific-practical contradiction occurs: on one end, there are massive arrays of
leaked critical data, which contains indicators of compromise and valuable threat
intelligence, while on the other end, there is a lack of systematized approaches and tools
for their in-depth analysis aimed at identifying future attack vectors. This leads to a great
need for the overcoming of this hole. The establishment of methods for leaked data
analysis allows not merely to document past damage, but also to derive patterns
regarding the tactics, techniques, and procedure of cybercriminals.

This makes the subject of this dissertation, including the raised and solved
problems in it, incredibly topical, with well-set scientific-theoretical and practical-applied
significance for modern information security.



Considering the development of the current tendencies in this field, the relevance of
the presented dissertation is indisputable, as evidenced by the numerous scientific forums
dedicated to this topic.

2. Deqgree of knowledge of the issue and creative interpretation of the
reference material

The author shows in-depth knowledge of the themes and competent interpretation of
the literary material within the dissertation. The presented for evaluation dissertation
rounds at 123 pages, which include an introduction, four chapters, a conclusion,
contributions, a list of publications related to the dissertation, and a list of references
comprising 56 sources. Towards it, there is also a vocabulary of the abbreviations that
occur. The dissertations consist of 78 figures and 10 tables.

3. Conespondence of the chosen research methodology and the set goal and
tasks of the PhD dissertation with the contributions achieved

The complex goal of the dissertation is to develop and apply a methodological
approach of automated processing, standardization, and analysis of large volumes of
heterogeneous data from leaked or compromised sources, the purpose of profiling and
categorizing them and identifying potential threats.

This scientific research is based on the theory that the application of a comprehensive
solution for investigating and analyzing leaked data, realized through the appropriate
Active Data Leak Detection and Analysis System (ADLDAS) will lead to an increased
efficiency in the early detection of risks and establishing of mechanisms for information
security prevention. To test this hypothesis, a methodology was employed that combines
conceptual modeling based on multiple database clusters and is implemented as a
Software-as-a-Service (SaaS) cloud service. Adaptive algorithms, data analysis, and
experimental evaluation using the developed Pyformat system were also utilized. The
applied research methods fit and successfully achieve the set objectives and
substantiating the contributions of the dissertation.

The introduction sets the research question, as well as main objectives, the
argumentation, and the relevance of the dissertation topic. Additionally, the motivation for
the study is outlined in light of contemporary developments in critical data management
and cybersecurity.

The first chapter provides an extensive literature review on the current state of critical
data analysis systems. The key concepts and definitions have been introduced, so are
the key components and functionalities of existing systems analyzed. The comparison is
followed by a conclusion of the non-existence of a system that conducts a detailed
analysis of the data and reports on potential threats. Through that, gaps in current
systems and practices have been identified, which this dissertation aims to address.

The second chapter looks at the process of formulation and modelling of the offered
Active Data Leak Detection and Analysis System (ADLDAS). The theoretical base of the
conceptual model has been set, the main components of information processing



described, and the system's overall three-tier client-server architecture—introduced. This
chapter effectively translates the information objectives into a formal system specification
defining the structure and behavior of the conceptual model.

The third chapter describes the main stages of managing the collected data. It
describes the methods of data validation, verification, and filtering based on criticality. It
aloes offers basic data algorithms aiming to extract meaningful dependencies.

The fourth chapter showcases the implementation and automation of the system
offered; a thorough explanation of the technological aspects or the prototype, including
the database schema, automation scripts, business logic, and component integration
based on the developed USAID module — Pyformat. The chapter also includes a
description of the empirical part of the study, both with the experimental design and its
results. The results have been analyzed and interpreted with the help of tables and
figures, which allows for a systematic evaluation of the proposed approach for critical data
analysis.

The conclusion holds the summary of the accomplished tasks and objectives of the
dissertation, and substantiates the application of the model for analyzing leaked critical
data with the aim of enhancing information security.

4. Scientific and/or applied research contributions of the PhD dissertation

The main contributions of the author in this dissertation can be summarized as
contributions of a scientific-applied nature and contributions of an applied nature. In my
expertise, they should be reformulated—so as to be well-worded and sufficient—in the
following way:

Scientific-applied contributions

1. A conceptual model of a system for analyzing and alerting on leaked critical data
is proposed, based on the data management and cybersecurity paradigm..

2. The key stages involved in processing large datasets of leaked data have been
formulated and analyzed. This process is implemented using algorithms subject
to measurable optimization and empirical verification.

3. Key empirical analyses applicable to leaked data, along with their operating
principles, have been conducted and compared, ensuring the reliability and
validity of the measurements.

Applied contributions:

1. A software product named Pyformat has been developed for processing large
datasets of the "leaked data" type, incorporating instruction formats and quality
filters..

2. A design for an active system and a leaked data analyzer has been created,
including an Active Data Leak Detection and Analysis System (ADLDAS), who is
partially implemented.




5. Assessment of PhD dissertation publications: number and type of journals
where they have been published

In relation to the development of the dissertation, the doctoral candidate has
presented 3 scientific works, 2 of which in co-authorship and one individual, all three in
English. All three publications have been published in the Yearbook of the University of
Mining and Geology "St. Ivan Rilski", Sofia. No additional publications by the doctoral
candidate have been indexed in international databases such as Scopus or Web of
Science. There is no information on citing of the mentioned publications.

6. Opinions, recommendations and notes

Overall, my evaluation of the presented dissertation material is that is has been developed
systematically, characterized by a high level of scientific research.

The following edits can be applied:

- The entire work lacks citations; incorrect format of mentions within the text (inline
citations), of the figures and tables, which counts as a formal violation of the set academic
style of citing.

- The formalized part of the conceptual model could be further developed through
stricter mathematical representations of adaptive logic.

- There is no need for two places to provide walk-through the dissertation (p. 9 and
p. 125).

- There are many mistakes in terms of fomratting, like: the titles of the chapters use
smaller font than the subpoints, different font size for equivalent sub-points (eg. 1.6.1 and
1.6.2), uneven text body (p. 46, 47, 117, 123), and other minor mistakes of syntactic and
formatting character.

- The formulas follow to be numbered and with a cited source, if needed.

- Many places in the text lack referencing of the figures discussed or have figures
with too small of a font and low contrast (ed. fig. 4.3)

Despite the remarks provided, | find that the doctorate candidate demonstrates a good
understanding of the subject area, and | would suggest them to further research and
deepen their work in the cybersecurity field. It would be especially beneficial if they were
to broaden their publication activity in prestigious Bulgarian and international scientific
conferences and indexed publications.

7. Conclusion with a clear positive or negative evaluation of the PhD
dissertation

My final grade for the dissertation work of Eng. lvan Lyubomirov Drankov is positive.
The conducted work of research is considerable both in size and content. The dissertation
fully meets the requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria, of the Regulations for its implementation and the Regulations on the
conditions and procedure for acquiring academic degrees at the University of Mining and
Geology "St. Ivan Rilski", Sofia.



All this gives me grounds to evaluate this dissertation positively and to recommend
that the scientific jury award MSc Eng. Ivan Lyubomirov Drankov the educational and
scientific degree of "Doctor" in field 5.13. "General Engineering", scientific
specialization "Computer Technologies in Engineering”.

Sofia, 04.08.2026 MEMBER OF THE SCIENTIFIC JURY:
/Prof. Dr. Daniela Minkovska/



