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1. AKTyaJ’lHOCT Ha pa3paﬁOTBaHHﬂ B JUCEPTANUOHHUSA TPYA l'[pOﬁJ'leM B HAYYHO H HAYYHO-NIPUJTOKHO
OTHOILIICHHE

Temata Ha AMCEPTALMOHHHS TPYJ € aKTyalHa M MPaKTHYECKH 3HaYMMa. Pasriexma ce mpoOaeMbT 3a
MOCJIE/IBAIIIOTO M3II03BaHe HAa Beue KOMIpOMETHpaHa MH(pOpMallks KaTo M3TOYHUK 3a OIEHSBaHE Ha
pUCKa M paHHO pa3lo3HaBaHE HA MOTEHUMATHM 3aruiaxu. C yBeanMdaBaHETO Ha 00EeMHUTE OT JIMYHW,
KOPIOpPaTUBHM Y TEXHUYECKH JIaHHM HapacTBa M BB3MOXKHOCTTA U3TEKIHM MOTPEOUTEICKU
UACHTU(PUKATOPH, MAPOIIU, TOKCHH, KOH(UTypaltnoHHU (haiinoBe, METaJaHHU U JPYTH UyBCTBUTEIHH
pecypcu na ObAaT M3MON3BAHU 3a (PUILMHT, 370ynoTrpeda ¢ uAeHTU(UKALUOHHM JaHHH, KpaxOa Ha
CaMOJIMYHOCT, HEOTOPU3UPAH JOCTHI U LIEJICHACOUEHH aTaKU CPEIly OpraHu3allnu.

ABTOpPBT MPaBUIIHO MOCTaBsS AKLEHT BbPXY OOCTOSATEICTBOTO, Y€ TPAJAUIIMOHHUTE MEXaHU3MH 32
3alMTa ca HACOYEHM IMPEAMMHO KbM IIPElOTBpATABaHE W OTKPUBaHE HA WHIMJEHTA, JOKaTO
MOCJIEABAIIMAT aHAJIM3 Ha Beue M3TEKJIM JaHHHU 4eCcTO M3HMCcKBa pbuHa padora ¢ OSINT uncTpymeHTH,
CIEeLUANIN3UPAaHN CKPUOTOBE W PAa3sHOPOAHM MH(MOPMAIMOHHM M3TOYHHULM. B TO3M KOHTEKCT
pa3paboOTBaHETO Ha HHTErpUpaHa cpena 3a cbOMpaHe, BepuduKauus, yHUPHLIMpaHE, AaHAIM3,
U3BECTSABAHE U TEHEPUPAHE HA JIOKJIA/IM € OCHOBATEIIHA HAYYHO-TIPHIIOKHA 3a/1a4a.

OcHoBHarta 11en € pa3paboTBaHe W MpuUiIaraHe Ha METOJOJOTHYEH MOJXOJ 3a aBTOMaTH3MpaHa
o0paboTka, yHHUIIMpAHE U aHAJIU3 HA TOJIEMH O0€MHU XETEpPOTeHHU M3TEKJIW JaHHU W Ch3/laBaHe Ha
KOHIIETITyaJIeH MO/ie)l Ha AKTUBHA cucTeMa U aHaym3aTop Ha u3tekiu nanau (ACAUN /). 3a peanusupane
Ha 1enTa ca (GopMyJUpaHU MeT 3aJadd, OOXBamlalmM OCOOCHOCTUTE Ha XETEPOTeHHUTE MACHBH,
CTaHJIAPTH3UPAHETO Ha JAHHHUTE, apXUTEKTYPHUS MOJEI, AJITOPUTMHUTE 33 aHAJIU3 M TECTOBOTO UM
uscnenBane. Llenrta u 3a1aunTe ca TOrMYECKU CBbP3aHU M CHOTBETCTBAT HA TEMaTHKaTa Ha JOKTOPCKaTa
mporpama.

JlucepTalluoHHUAT TpyX € B o0em 131 cTpaHuMuM M BKJIIOYBA YBOJ, YETUPH TJIABH, 3aKIIOUEHHE,
npuHocu W O6ubnuorpadus or 56 mirounuka. B Tekcra ca mocoyenu 78 ¢urypu um 9 Ttabmaunm.
3HAUNTEITHUAT TPAKTUYECKH 00eM Ha M3CIEIBAHETO Ce Ompeness M OT 0o0paboTkara Ha MAacHBH,
JOCTUTAIY TPUOIU3UTENHO 5 MuIMapaa 3amnuca 1 okoio 2 TB undopmanus.



2. CreneH Ha NMO3HABaHe CBCTOSIHMETO HAa MpodjeMa M TBOpPYECKA HHTEPNpeTalmusi Ha
JINTepaTypHHUSI MaTepHaJl

JlucepTaHThT NEMOHCTpUpPA JOOpO TMO3HABaHE Ha MpoOJeMaThKaTa, CBbp3aHa C M3THYAHETO Ha
nanau, OSINT, 3ammMrata Ha JIWYHUTE AAHHU, 0OpaboTkara Ha rojemMu WH(GOPMALUMOHHU MAaCHBH,
KIIMEHT-ChPBBP ApXUTEKTYPUTE, pasiipeielieHUuTe 0a3u JaHHU U MPUIOKUMHUTE AaHATTUTHYHU MIPOLIETYPH.
bubnuorpadusra cpappxka 56 M3TOUHMKA — HAy4YHH MTyOJUKalKMU, MOHOTpaduu, HOPMATUBHU U
TEXHUYECKU MaTepuaid, JOKyMEHTallsd Ha U3IO0JI3BAaHUM TEXHOJOTMU M O(UIMATHH PEecypcu Ha
pasrIeKIaHUTE CUCTEMH.

B mbpBa riiaBa ca aHaTM3WpPaHU CHIIECTBYBAIIM YCIYTH 32 paboTa ¢ KOMIIPOMETUPAHU JTaHHH U €
MPEUIOKEHO PAa3TPaHUYCHUE MEXIy ITACUBHU CHCTEMH 33 W3BECTSIBAHE, CHCTEMH 3a W3BECTSBaHE U
aKTHUBHM cucTeMH 3a aHanus. [Toapo6Ho ca pasrinemxanu HIBP, Dehashed, Snusbase, Firefox Dark Web
Monitoring, LastPass Dark Web Monitoring u F-Secure Identity Theft Checker, katro aBTopbT ocouna,
4ye B MO-IIMPOKOTO NpoyuBaHe ca o0xBaHaTu HaJ 30 nmonoOHu miuaTtdopMu. ChIIECTBEH MOJIO0KUTEIEH
MOMEHT € CTPEMEXKBT JIa C€ OTKpHE QYHKIIMOHAJICH AC(DHUIINT B CHINECTBYBAIIUTE PEIICHUS U BHPXY HETO
na ce obocHoBe HeoOxoaumoctTa or ACAU/I.

JIlutepaTypHUAT U TEXHOJIOTMUYHUAT 0030p € JOCTaThUEH 3a IIOCTAaBSIHE Ha 3ajJa4yaTa, HO Ha MecTa €
[I0-CKOpO omucarenaeH. YacT oT TBbpJEHUATA ca OCHOBAHM HA MPOAYKTOBA JOKyMEHTalMs U yed
pecypcH, a KpUTUYHOTO CPaBHEHHE MEX]y Pa3jiMuHU HAYyYHH U TEXHOJOTUYHH MOJXOIU OM MOTJIO Ja
0bae no-cuctemMaruyHo. [Ipy AMHAMUYHO MPOMEHSIIIIUTE CE OHJIAMH YCIYTH € JKeJIaTeTHO CPAaBHEHUETO
na 0be 0OBBP3aHO C SCHO (PUKCHMPAH MOMEHT Ha MPOBEpPKa M €JHAKBU KPUTEPUHU 3a OIEHKa. Te3u
OeneXKu He MPOMEHSAT M3BOJa, Y€ aBTOPHT MO3HaBa JOOpe u3cleABaHaTa o0JacT U € CrocoOeH Ja
MHTEPIPETHpA MaTepraa CIpsMO IMOCTAaBEHHS MPOOIIEM.

3. ChoTBETCTBHE HA u36paHaTa METOAMKA HA U3CJICABAHE C IMOCTaBeHaATa 1eEJa U 3a1a4u

N36paHusaT moaxoi cieBa IMOCIENO0BAaTEIHOCT, MOAXOAAINA 3a IOCTaBeHaTa Lied: HaMHUpPaHEe U
cbOupaHe Ha JaHHUW; BepuUKalusg U BalUJUpaHe; MMOYHUCTBAHE U JeAyOJuKalus;, yHUQUIHpAHE U
CTaHJApTU3UpPaHE; KaTeropu3MpaHe IO THUI U KPUTHYHOCT; ChbXpPaHEHHUE, aHAJUTH4YHA 00paboTKa;
U3BEXKJaHE HA TOTEHLIMAIHHY 3aIUIaX!; U3BECTSIBAaHE U TEHEPUPAHE Ha T0KIal. PasrpaHnyaBaHeTo MEX Ty
BalUaUpaHe Ha ¢opmara M CTpPyKTypaTa W BepuU(HUKalMs Ha JOCTOBEPHOCTTA HA JAaHHUTE €
METOJI0JIOTUYHO MTPaBUIIHO.

CrpliecTBeHa yacT OT METOJUKaTa € pa3padoTeHusT copryepeH nucrpymeHT PyFormat, upes xoiiro
Ce€ aBTOMAaTH3UpaT Mpe/IBapuTeIHaTa 00paboTka, AeayOnrKanuaTa U mpeodpa3yBaHeTO Ha XETEPOTreHHU
naHHu kbM yHupuuupan CSV ¢dopmar. ApxuTekTypHaTra 4acT € OCHOBaHa Ha Mojauduuupana
TPUCIIOWHA KIUEHT-ChbPBBP CTPYKTYypa, JOMBIHEHA C KIIbcTepHa opranu3arus, MongoDB sharding,
MOMOIIHU 0a3M, aHATUTUYHU MOJYJIM U MOJYJ 3a M3BecTsBaHE. T03M MOJIXOJA OCUTYpsIBA JIOTHYECKA
MOJIJTHOCT M Bb3MOKHOCT 32 OB/ICII0 XOPU30HTAIHO Maladupaxe.

PaboTara mo3BosisiBa a ce pa3rpaHuvaT KOHIENTYaTHOTO MPOSKTHpaHe, MPOTOTUITHATA peaTn3anus
U €KCIIEpUMEHTAJIHO BaJMIMPAaHUTE YacTH. Peanusupanu ca GyHKIMOHAIHU €JIEMEHTH Ha KIMEHTCKUS
CIIOH, CBPBBPHHU yCIIyIrd, 0a3a JaHHHU, MOIYJN 3a u3BecTsBaHe, PyFormat, ananutuunu npouenypu u
reHepupane Ha Aokiagu. ChLIEBPEMEHHO IIbJIHATA €KCIEpUMEHTAIHA MPOBEpKa Ha KIIbCTEPHOTO
YCKOpEHHE He € U3BbpIIeHa Mopaau orpaHuyeHaTa ¢puznyecka nHppactpykrypa. ToBa orpaHuyeHue e



KOPEKTHO TOCOYEHO OT aBTOpa M TpsOBa Ja ce OTYMTA MPHU OLEHKAaTa Ha MallabupyeMocTTa, HO He
KOMIIPOMETHUPA a/IeKBaTHOCTTA Ha 00IIIaTa METOIUKA.

4, AHAITMTHYHA XAPAKTEPUCTUKA U OLICHKA HA T0CTOBEPHOCTTA HAa MaTepHuaJja

Ilvpea 2naesa

[TspBa rimaBa uma o0630peH xapakrep. [IpencraBeHn ca OCHOBHH MOHSITHSI, BPh3KaTa MEXTy H3TCKIIH
nanau 1 OSINT, npaBHM acmeKTH, KIacU(pHUKaAIHsI HA BUIOBETE TaHHU M CUCTEMHUTE 3a padoTa C THX.
[Mpennoxenara knacupukanus [ICUNI-CUI-ACAN/] e u3non3Bana mociea0BaTEIHO KaTO OCHOBA 3a
(dbopMyspaHe Ha U3CIIEAOBATEICKUS TPo0ieM. MI3BOABT, Ue HAIMYHUTE YCIYTH ca OPUCHTUPAHH TJIABHO
KBbM IPOBEPKa U U3BECTIBAHE, @ HE KbM HHTCTPUPAH aBTOMATU3UPaH aHAIM3, € JJOTHYecKaTa Bpb3Ka KbM
cienBamure TiaBd. Ilo-cuiHa cTpaHa OM OWJIO BBBEXKIAHETO Ha MPEABAPHUTEIHO (opMaIu3upaHa
MaTpHIIa OT KPUTEPHH 3a OLICHSABAHE HA BCUYKH PA3IIICKIaHU TUIATOOPMH, Thil KaTO TeXHUTE (YHKIIUU
CC M3MCHST BBB BPEMETO.

Bmopa 2naea

Bropa rmaBa pasBuBa koHuentyanHus monen Ha ACAW/I. Ilpeanara ce MojnysiHa TpUCIOWHA
ApXUTEKTYpa C KIIMEHTCKH, ChPBBPEH U CIION 33 TaHHH, JIOITBIHEHH C KIIbCTEPEH ChpBBP, shared-nothing
OpraHM3alys U crelualn3upaHu MOYJIH 3a aHaJIu3 U u3BecTsBaHe. CaMHUTe W3M0I3BaHU TEXHOJIOTUN —
REST API, xnbcrepusanusi, BUpTyan3alus, KOHTEHHEPU M pa3npenesieHn 0a3u — ca yTBBPACHH
pelieHust; coOCTBEHaTa CTOMHOCT Ha pa3paboTkaTa c€ CbCTOM B TAXHOTO CHUCTEMAaTHU3HMpaHE MU
ajlanTHpaHe KbM KOHKPETHMS Ipoliec 32 00padoTKa Ha N3TEKIM KPUTUYHH JaHHU.

B ekcnepumeHTaHaTa 4acT € onuMcaH MUHMMaJeH JiokaieH nporotun ¢ AMD Ryzen 7 3800X, 32
GB RAM u SSD 3a noruueckus cioit 1 Dell R720xd ¢ nBa Xeon E5-2665, 64 GB ECC RAM u auckos
MacuB 3a cJiosl 3a JaHHU. Peanusupanu ca u Tpu Buptyanau Ubuntu Server 24 LTS Bb3ena. ABTOpbT
U3pUYHO OTOENsA3Ba, Y€ CHOJCICHNUTE (PU3NUYECKH PECYpPCH Ha BUPTYaJHUTE MAIIMHU HE MO3BOJIABAT
00EKTHBHO M3MEpPBAHE Ha YCKOPEHUETO OT KiIbcTepu3anusaTa. Mi3MepeHu ca BpeMeHa 3a 3asiBKH BbPXY
npubausutenHo 1 TB peannu nannu, HO ctoiiHocTuTe cieq MongoDB sharding ca namenn kato
IIPOTHO3HM, a HE KAaTO €KCIIEPUMEHTAIHO J0Ka3aHU pe3yJTaTH. ToBa € KOPEKTHO OrpaHUYEHUE, KOETO
cieziBa Jia ObJie SICHO pa3rpaHUueHO OT BAIUIUPAHUTE PE3YIITATH.

Tpema 2nasa

Tperara rnaBa pasriexaa npoOi1eMuTe Ipy MOArOTOBKATa U YIPABICHUETO Ha JaHHUTE: 1yOIupaHe,
HEeCTaHJapTHU (opMaTH, KOJIMpaHe, JIUTICBAIN U HEKOHCUCTEHTHH 3allCH, BAIUUpaHe, Bepudukaus,
KaTeropuzupaHe W cbxpaHeHue. DopMyJIupaHM ca MPaKTUUYECKH MPOLEAYpH 3a CpaBHEHHE C
pedepeHTHN M3TOYHUIIM, KPbCTOCaHA MPOBEPKA, MPOBEPKa HA M3BAJKHU U CHIIOCTaBAHE C JAPYru Oas3u.
[IpencraBeHa e U MeTO/IMKA 3a YECTOTEH aHAJIU3 HA KaTErOPUHUTE KPUTUYHU JaHHH.

KonnyectBenara 6a3a e 3HauntenHa. B ornennu yactu Ha Tpyna obaue ce cpemar CTOMHOCTH ,,Haj
3 munumapna“ wo,,0puOIM3HUTENHO 5 MuiMapiaa“ 3amuca. B aHanu3a Ha 4YecTOTHTE c€ M3MOJI3Ba
MPUOJIM3UTETHO S-MUIHAP/IEH MacHB U ca mpenactaBeHu rpymnu ot 62%, 28% u 10%. dopmynute 3a
OTHOCHUTEJIHA YECTOTa Ca SICHU, HO HE € JOCTaThbuyHO (HOPMATU3UPAHO MO KAKBH MpPAaroBe OTICIHUTE
KAaTEeropuH Ce OTHACIT KbM I'PYIUTE C BUCOKA, CPeIHA U HUCKA YECTOTa. 3a BH3MPOU3BOJUMOCTTA Ha
u3cneaBaHeTo Ou OUII0 MOJIE3HO Jla ce pa3rpaHryaT TOYHO 000 chbOpaHu, Bepuduimupanu, 0o0padoTeH!
Y M3MO0JI3BaHU B KOHKPETHUTE aHATU3H 3aIHCH.



Yemevpma 2naea

UYerBbpTa I71aBa € OCHOBHATA NPUJIOKHA YaCT Ha AucepranusaTa. IIpencraBeHu ca TEXHOJIOTUYHUAT
cTek M mportotunHara peanusauus Ha ACAW/], mpouecute 3a chOupaHe W NpOBEpKa HA IaHHHU,
PyFormat, ananusute Ha napoJju, Xe1oBe, JIOKalu1, TOMEHHU, TOKYMEHTH U METaJaHHU, U3MI0JI3BAaHETO
Ha OSINT, u3BexnaHeTo Ha MOTEHIMAIHU 3arllaxd, MOJIYJIBT 3a U3BECTABAHE U aBTOMATHU3UPAHOTO
renepupane Ha PDF nmoxmanu. MonysT 3a U3BeCTsIBaHE BKJIIOUBA aCHHXPOHHA 00paboTka, 00paboTka
Ha M3KJIFOYCHUS, KPUNITUPAHU KaHaid, jjoreane Ha cbOuTus 1 REST API unTerpamum, koeto nmokaspa
[10-BHCOKA CTEIEH Ha Peain3alys OT YUCTO KOHLENTYaleH MOJIE.

PyFormat e mnpakTuuecku 3HAUMM pe3yaTaT. ANTOPUTHMBT BKJIIOYBA aHAIM3, pelaKTUpaHe,
KOH(UTYpUpPaHE U U3BJIMYAHE, KakTo U Aeayonukaiusa. ExciepumenTsT ¢ CSV (aiin ot 2 974 336 pena
1 49 nosnera geMoHcTpUpa oOpaboTKa Ha TOJISIM MacHB, a OCOYEHaTa CKOpocT Bapupa ot Hax 1 000 go
okoio 100 000 pena B cekyHma. ABTOpBT OCOUYBa, ue ype3 PyFormat ca Banuaupanu v npuBeICHU B
CSV dopmar Han 5 Munmap/ia 3amuca 1 4e B mporieca Ha pa3paboTkaTa allfTOPUTMHUTE ca YCKOPSHH HaJ|
25 mptH. CpaBHenuero ¢ MS Excel nmokasBa npeauMcTBOTO CIIPSIMO KOHBEHIIMOHAJICH O(HC MPOIYKT,
HO 32 I0-CHJIHA OLI€HKA Ha IIPOM3BOAUTEIHOCTTA OU OMII0 HEOOXOIMMO CPaBHEHHE ChC CIIELIUATIU3UPAHU
ETL/Big Data uHCTpyMEHTH IIpY €IHAKBU YCJIOBUS M MOBTOPSIEMHU U3MEPBAHUSI.

AHamu3bT Ha 3 723 514 peanHu MOTPEOMTEIICKH IMApPOJIM € €JUH OT Hal-100pe KOJIMYECTBEHO
MOJIKPETIEHUTE eKCIIepUMEHTHU. M3clieIBaHu ca IbJDKUHA, YECTOTa, MO3ULUA M THI Ha U3IMOJI3BAaHUTE
CHMBOJIH, KaTO C€ THPCAT 3aBUCHUMOCTH, CBBP3aHH C YOBEIIKUS (PaKTOp NpPU Ch3/aBaHE HA IAPOJIH.
["eostOKaIIMOHHMAT aHAJIH3 € peaTM3UPaH C JIMYHH JaHHU Ha aBTOPA, KOETO € IPaBUIICH H300p OT eTUYHA
rineana Touka. Msnomsanu ca EXIF/GPS, IP u ppuno 3anaaenn koopauHatu, Delaunay tpuanrymanus
U mpeTeriisine Ha Toukd. [lomydyeHa e 3oHa ¢ mpubiusuteneH paguyc 500 Merpa, HO caMHUAT aBTOP
oTOens3Ba, ue pe3yNTaTbT He MOXe Ja Ob/e 00ekTHBHO Bepuduimpad. He ca gocrarbuHo mopoOHO
00OCHOBaHM M KOJMYECTBEHO BAJIMIMPAHM TErJiaTa, MPHUCBOSBAHU HAa PA3IUYHUTE H3TOYHMLM Ha
JIOKALIMOHHU JIaHHH.

B kpast Ha rnaBara e nmpenctaBeHO (QyHKIMOHAIHO cpaBHeHHe Mexay ACAWJ] u chiiecTByBamu
CUCTEMU Ype3 mokazarenu ,,Jla/He/Orpannueno®. To moka3pa mo-mupokus 3aMuciieH (QyHKIIMOHATIEH
ooxBatr Ha ACAUJI, HO He mpexacraBisiBa KonuuecTBeH benchmark mo oTHoueHue Ha JATEHTHOCT,
IPOIYyCKaTeJIHA CIOCOOHOCT, TOUHOCT Ha aHAJIN3a, LIeHa U U3M0JI3BaHu pecypeu. Karo 15110 MmatepransT
B YETBBPTA I1aBa JI0OKa3Ba HaJIM4yMe Ha peajiHa MporpamMHa pa3paboTKa M eKCIepUMeHTanHa palora,
Makap 4acT OT apXUTEKTYPHUTE U aHAJTUTUYHUTE PE3yJITaTH J1a ca MPOTOTUITHU MITH J€MOHCTPAIIMOHHH.

5. HayyHu ¥ HayYHO-NPUJIOKHU IPUHOCH HA THCEPTALMOHHMS TPYA

B nucepranusirta ca popmyaupaHu TpU HAyYHO-TIPUIIOKHHU U J[Ba MPUIIOKHU npuHoca. [Tpuemam no
CBILECTBO MPUHOCHUS XapakTep Ha pa3paboTkara, HO CUMTaM, ye (OPMYIMPOBKUTE MOraT ja Obaar
npeuru3rpaHu Taka, Y€ MO-sACHO Aa OTACIAT HOBUTC PE3YJITATH OT U3BBPIICHUTEC O630pHI/I HeﬁHOCTH.

Karo nHaii-chiecTBeHN HAyYHO-TIPUIIOKHH PE3yNITaTH OIEHSIBaM:

e PazpaboreHata MeETOMOJIOTHMYHA TIOCIEOBATEIIHOCT 3a MpPEMHUHABaHE OT CYPOBH
XETepOTeHHU W3TEKIM JIaHHU KbM BepUDHUIMpAHU, CTPYKTYpUpPaHH U aHATUTUYHO
W3II0JI3BaEMU MaCcHBH;

o Konnenrtyamaus moaen Ha ACANJI, koiTo nHTErprpa ch0upaHe, ChbXpaHeHune, oopaboTka,
AQHAJIMTUYHHA MOJYJIH, U3BECTSABAHE U JOKIIABAHE;



e AnanTupaHeTo ¥ 00eAMHSABAHETO HA PA3TUYHU AaHAJTUTUYHU IPOLETYPH KbM CrieupUIHaTa
3a/1a4a 3a pa3lo3HaBaHe Ha IOTCHIMAIHU 3aIUIaXu.

Karto sicHo u3pazeHu NOPWIOKHU MPUHOCH MpPHUEMaM pa3padOTBAHETO M EKCIEPUMEHTAIHOTO
n3noi3BaHe Ha PyFormat m uvactuunara peanmsamus Ha ACAWUJl ¢ dyHKIMOHATHM MOAYJIU 3a
o0pa0boTKa, aHa/IW3, HM3BECTSBAHE W TeHepupaHe Ha Aokiaau. DdopmynupoBkara ,,pasriefaHd U
CHIIOCTAaBEHU Ca OCHOBHUTE aHAJIM3U " caMa 10 cebe cU UMa MO-CKOPO CUCTeMaTU3Upal] XapakTep U He
OuX s ompeAeNnua KaTo CaMOCTOSITENIEH CHJIGH HAy4YHO-TPUJIOKEH MpUHOC 0e3 OOBBP3BAHETO U C
MpeAJIoKEHaTa METOJIUKA U apXUTEKTYypa.

B 00o00rmienne, mprHOCUTE ca MPEAMMHO HAYYHO-TIPWJIOKHH WM MPHJIOKHH U Ca JOCTAThUHU IO
XapakTep 3a IMCepTalloOHEeH TPYA B JOKTOPCKaTa rporpama ,, KOMImioThbpHU TEXHOJIOTHH B MHKEHEpHATa
IEUHOCT .

6. OueHkKa Ha JUYHOTO Y4YacTHe HA JOKTOPAHTA

[IpencraBeHusT MaTepual JaBa OCHOBaHMSA Ja C€ IpUEME 3HAUYUTEJIHO JIMYHO YydacTHE Ha
nucepranta. B Tekcta ca omnmcanu coOcTBeHaTa paspaborka PyFormat, wusrpaxpanero u
KOH(HUTypupaHEeTO Ha MPOTOTUIHN KomroHeHTH Ha ACAN/], chOupaneTo u 00paboTBaHETO HA TOJIEMHU
MHPOPMAIMOHHA MAaCUBH, pPa3pabOTBAaHETO HAa AaHAJUTHUYHH CKPHUIITOBE M MPOBSXKIAHETO Ha
excriepuMeHTd. [lpu JOKanMOHHMS aHanU3 ca W3MO0JA3BAHM JIMYHM JIaHHM Ha aBTOpa, KOETO
JOI'BJIHUTETHO TI0Ka3Ba HEMOCPECTBEHO yUacTHe B eKCIIEpUMEHTaIHAaTa paboTa.

Or TPHUTC HY6HI/IKaHI/II/I II0 TeMaTa €aHa € CaMOCTOATCIIHA, 4 OCTAHAJIUTC ABC Ca B CbaBTOPCTBO. Ha
OCHOBAaTa Ha AOUCCPTAIMOHHHA TCEKCT W NPCACTABCHUA CIIMCBbK Ha Hy6JII/IKaHI/II/ITe npuemaMm, 4e
OCHOBHHUTC PE3YJITaTU U IIPUHOCUTC Ca B CbIICCTBCHA CTCIICH JIMYHO JACJIO HAa KaHquJaaTa.

7. Ilpenenka Ha NyOJIMKANMUTE 110 AUCEPTALMOHHMSA TPYI

KbM gucepramusita ca mpelncTaBeHUM TpU MyONMKAIMKM, TEMaTHYHO CBBP3aHU C OCHOBHHTE
HaNpaBJIeHUs Ha U3CIIEABAHETO: CaMOCTOsITeNHA MyOsnKkarus oT 2022 r. 3a H3M0JI3BaHe Ha 3aBUCUMOCTHU
OT U3TEKJIM IaHHH NP TeHeprpaHe Ha napoiy; myosnkarus ot 2023 r. 3a reoJIoOKallMOHHA aBTEHTUKALIUS
ype3 JJaHHU OT U3TH4YaHus; myOnukausa oT 2026 r. 3a OSINT uHCTpyMEHT 3a reoJIOKalMOHEH aHalIu3
Yype3 KOOpJAMHATHA TPHUAHTyJalus, [MOCOYEHa Karo mpueTra 3a meyar. Beuuku ca B Annual of the
University of Mining and Geology ,,St. Ivan Rilski*.

ITonoxHUTETHO OlleHSABAM HAIWYMETO HA CAaMOCTOSTEIHA HY6J'II/IK8.I_II/I$I U IIpsAAKaTa TCMAaTUYHa BPBb3Ka
MCKAY Hy6HI/IKaI_[I/IPITe " JUCCPTANOHHUA TPY . B camara Aucepranusa HE € IIPEACTaBCHA I/IHCI)OpMaI_II/IH
34 HUTUpPAHUA, UHACKCUPAHEC B MCKIAYHAPOIHU 0asu JaHHH HJIK OTIACIIHA 6I/I6JII/IOMeTpI/I‘lHa OIICHKaA,
nopaan KOC€TO TaKWBa TBBPACHHUA HC MOrar Ja 6’bIlaT HallpaB€HU CaMO I10 NOpCAOCTAaBCHUA TPYA.
CBOTBETCTBHETO C KOHKPCTHHUTC MUHUMAJIHA HALITMOHAJITHA U NTHCTUTYIITMOHAJIHU ITOKA3aTCJIN CJICABA [1d
CC YCTAHOBABA OT IIBJIHUA KOMIUICKT JOKYMCHTH 110 ITpoLcaypara.

8. M3non3BaHe Ha pe3yJTaTHTe OT JUCEPTALMOHHHMSA TPYd B Hay4yHaTa W COLHAJIHATA
npaktuka. [IpakTuyecka npujioxumMoct

Pesynararure mMat sicHa MpakTHYeCKa HACOYCHOCT. Peamm3upaHu ca MPOTOTUITHU KOMIIOHEHTH 32
ThPCEHE Ha KOMIIPOMETHpPaHU UACHTU(PHKATOPH, 00paboTka M yHUPUIIUpAHE HA JaHHM, aHAIH3 Ha
MapoJu, JIOKAIMU, JOMEHHU, JOKYMEHTH U METaJaHHH, aBTOMAaTHYHO W3BECTSIBaHE M T'C€HEpUpPAHE Ha
PDF noknamu. Pasrinenana e u Bb3MOKHOCT 3a oOnauHa peanusanus Ha ACAUJI upe3 Google Cloud,



KaTo € HalpaBeHa OPHEHTUPOBBUHA OLIEHKA Ha HEOOXO0MMaTa HHPPACTPYKTYpa U MECEUHUTE Pa3xoau
3a Hedl.

[IpakTHueckara CTOMHOCT € Hali-CUJIHO JJOKa3aHa Ha HUBO M3CIIEA0BATEICKH MIPOTOTUII U COOCTBEH
copryepen mHCTpyMeHT. He ca mpencraBenu aokymeHTH 3a BHeapsBaHe Ha ACAMU]] B peanHa
OpraHm3ainys, NPOJIBIDKUTENHA eKCIUIoATalus WIM TpSIK UKoHoMmuuecku edekrt. [lopamu ToBa
pe3ysiTaThT Clle[Ba Ja C€ OLEHsIBAa KaTo pEaJu3upaH IPOTOTUIl C MOTEHIHAl 3a IPAKTHYECKO
BHEJIPSIBAHE, a HE KAaTO 3aBbpIleHA MTPOIYKIIMOHHA CUCTEMA.

9. OneHka Ha CbOTBETCTBMETO HA aBTOpedepaTa ¢ M3NMCKBAHUATA M AJ€KBATHOCTTA Ha
0oTpa3siBaHe HA JHCEPTAIUOHHUS TPYA

ABTopedepaTsT € B 00eM OT 55 CTp. U € U3rOTBEH B ChOTBETCTBUE C AKAJIEMUYHHUTE M3UCKBAHUSI.
Crnen cblocTaBKa ¢ MBIHUS TUCEPTALMOHEH TPYJ CUUTaM, 4e aBTopedeparhT KaTo LU0 aJeKBAaTHO
MIpPeJICTaBs CTPYKTyparTa, MOCTABEHUTE 33/1a4, apXUTEKTYpHUS MOJEJ, OCHOBHUTE €KCIEPUMEHTATHH
pe3yaTaTH, NMPUHOCHTE W OrpaHHYeHUsTa Ha wu3cienBaHeTo. OcHoBHUTEe pesynTtatu 3a PyFormat,
aHanuM3a Ha T[ApoJId, JIOKAMOHHUS aHaW3, (PYHKIMOHAIHUTE MOIYJIHM W CPABHEHUETO ChC
CBHIIECTBYBAIIIM CUCTEMH Ca OTPAa3e€HU B ChOTBETCTBUE C JUCEPTALIMITA.

Hanume ca oTmenHu pegakiMOHHM HECHOTBETCTBHUSA, BKIIIOUUTEIHO PA3JIMYHO IMOCOYEH Opoii
tabmuny — 10 B aBTOpedepara u 9 B nucepranusaTa, KakTo ¥ HETOUHOCTH B HOMEPALHUSITA U U3IHCBAHETO
Ha HIKOM TEPMUHHU U HauMeHOBaHMs. Te3u mpoOyieMu He 3acAraT ChIIHOCTTa Ha U3CIIEABAHETO.

10. Bese:xxku 1 NpenopbKU
KbM aucepTannoHHus TPYA MOrar a ObaT OTIPABEHHU CIICHUTE OCNEKKU U MPEIOPHKU:

e B paznuunu yacTu Ha AEcCepTaIMATa c€ TOCOYBAT PA3TUYHU 00€MHU Ha M3CJIEeIBaHUTE JaHHU
— ,,Haja 3 munuapaa“ u ,,ipuOnu3uTenHo 5 munnapaa“ 3anuca. He e HarpaBeHO OCTaThYHO
SICHO pasTpaHHueHUE MEXAy oOIo chOpaHuTe, BepHUPHUIUPAHUTE, OOpaOOTEHUTE U
BKJIFOUEHUTE B OTACITHUTE €KCTIEPUMEHTH 3aITUCH.

e [locoueHara cTOMHOCT OT 0K0JIO 95% BepuULIMpaHy JaHHH HE € TIOJIKpEerneHa ¢ J0CTaThYyHO
dbopManu3upan KonuuecTBeH kKputepuid. Omrcanu ca U3MoI3BaHUTE MOIX0IU 32 KPhCTOCAHA
MpOBEpKa U CpaBHEHHWE C pedepeHTHH H3TOYHHUIIM, HO HE € MpelCTaBeHa METOAMKA,
MO3BOJISIBAILIA €THO3HAYHO BH3MPOU3BEXKIaHE HA Ta3H OICHKA.

e [Ipennoxxenara kibcrepHa apxutektypa Ha ACAU]] e peanusupaHa u u3cieaBaHa OCHOBHO
BbB BUPTyaJIHM3UpaHa cpelda ChC crojeneHu ¢usznuecku pecypcu. [lopamu ToBa He e
eKCIIePUMEHTATHO JI0Ka3aHa CTENeHTa Ha YCKOPEeHHe U MalladupyeMoCT Mpu MpeMHUHABaHEe
KbM peanHa shared-nothing xoHdurypamnus, a 4acT OT OLEHKUTE 3a MPOU3BOIUTEITHOCTTA
MMaT MPOTHO3EH XapaKTep.

e Ekcrnepumentamaute pesynratd 3a PyFormat moka3BaT paboOTOCIIOCOOHOCT TpH TOJIEMHU
nH()OpPMAIIMOHHN MAacHBH, HO CpaBHUTEIHATA OIEHKA Ha MPOU3BOAUTEIHOCTTa €
orpannueHa. M3nonsBanero Ha MS Excel kaTo 0OCHOBEH cpaBHUTENEH €TAIOH HE MO3BOJISIBA
IIBTHOIICHHA OIICHKAa CTPsMO crienunanu3upanu cpenctsa 3a ETL u o6paboTka Ha ronemMu
JIAHHH.

e [Ipn anaym3a Ha JIOKAIMOHHHM JaHHU W W3MOI3BaHeTo HAa Delaunay Tpwanrymamus ca
BBBEJICHH TEIJIa 33 PA3IMYHUTE W3TOYHHUIIA Ha KOOpJIWHATHA WH(OPMAIUS, HO HAYUHBT 3a
oTpeielITHE Ha Te3H TerJia U BIMSHUETO UM BBPXY KPalHUS Pe3yiTaT He ca KOJHMYISCTBEHO



Banuaupanu. CaMusT aBTOp OTOENsI3Ba OrpaHMYEHAaTa Bhb3MOKHOCT 32 OOCKTHBHA ITPOBEPKA
HAa TOJyYEHUTE PE3YJITATH.

HanpaBennte OeneXku HE HAMasBaT CTOWHOCTTa Ha TUCEPTAIMOHHHS TPYI U MMAT MO-CKOPO
MPEMOPBHUUTENICH XapaKTep, KaTo MoJa4epTaBaT CepHoO3HUs Mamad Ha U3BBPIICHATA M3CIIEI0BaTeIICKa
pabora.

11. 3akarouenue

JIucepTauMOHHHUAT TPy Ha ac. Mar. wrxk. VBan JlroOomupoB J[pbHKOB pasriiexia akTyajeH U
MPAaKTUYECKH 3HAYMM TpoOieM B oOsiacTra Ha WH(GOpPMAIMOHHATA CUTYPHOCT, aHajdW3a Ha JaHHU U
NPOCKTUPAHETO HAa MAalladupyeMH KOMITIOTbPHH CHCTeMH. Pa3paboTkara ciiefiBa IMOCJeqOBaTeIHA
JIOTUKA — OT aHAJIM3 Ha CHIIECTBYBAIIUTE PEIICHUS U (OpMYIMpaHe HAa COOCTBEHA KiIacHu(UKAIIHSI, TIPE3
METOOOJIOIUA 3a IIOATrOTOBKA U BepH(bHKaI_[HSI Ha JAHHUTC WU ApXUTCKTYPCH MOJCI, OO MPOTOTHUIIHA
peanu3aius ¥ eKCIepUMEHTATHH U3ciieaBanus. Karo chillecTBEHH pe3y/ITaTH OIICHABAM KOHIICTITYATHHSI
monen Ha ACAUNL, pazpaborenus codpryepen uHcTpymMeHT PyFormat, cucremaTi3upanara mnporeaypa
3a 00pabOTKa Ha TOJIEMH XETEPOTCHHH MACHBH, (QYHKIIMOHATHUTE MOIYJIHM 33 aHAJIU3 U MU3BECTABAHE,
aHaJIM3a Ha 3HAYUTEJICH MaCHB OT PEAHU MOTPEOUTEIICKH AP0 M ABTOMATU3UPAHOTO TeHEPHpaHEe Ha
aHaMUTHYHK JToKJIanu. OCHOBHOTO €, ue pa3paboTKaTra He ce OrpaHMYaBa 10 KOHIEMIHS, a ChIbpiKa
PCAITHO Ch3/1aJICHU U M3CICIBAHU COPTYSPHU KOMIIOHCHTH.

Hapen ¢ ToBa TpyabT MMa SICHO OYEpTAaHM OTPAaHUYCHHS: KIBCTEPHOTO MamaOupaHe He ¢
BaIMIUPAHO BHPXY HE3aBUCUMHU (PH3MUECKHU BB3JIH; YACT OT KOJMUECTBCHUTE TBBPJCHHS CE HYKIAsT OT
mo-crpora (hopMaau3anus; HIKOHM €KCIIEPUMEHTH Ca JEMOHCTPAIMOHHU MOPaJH 3aKOHOBH M CTHYHHU
OorpaHuveHusi. ABTOPBHT CaM OTYMTAa OCHOBHA YacT OT TE3HM OTrpaHH4YCHHs U (OpMYJIHpa HACOKHU 3a
OBJICII0 pa3BUTHE.

[IpencraBeHuTe pe3yiaTaTd MMaT MPEUMYIIECTBEHO HAYYHO-TIPHIIOKEH W MPHIOXKEH XapakTep H
MOKa3BaT CIOCOOHOCTTA Ha KaHIUJaTa CaMOCTOSITENTHO Aa (hopMyHpa HHKEHEPHO-HAY4YeH TpooiieM, a
MPOEKTHpa apXUTEKTYPHO pelleHHne, Aa pa3padoTBa copTyep U JAa TPOBEKAA EKCIEPUMEHTAITHU
U3CIeABAHMS ¢ TOJIEMH MH()OPMAIIMOHHU MacHUBH.

Cuutam, 4Ye JHCEPTAIIMOHHUAT TPYJ OTroBapsi HAa M3WCKBAaHWATA Ha 3aKoHA 3a Pa3BUTHE Ha
aKkaJeMUYHUs CbcTaB B PemyOnmka beiarapuss M ChOTBETHHTE MNpaBWIHHWIKM. Ha ocHOBaHHWe Ha
M3II0KEHOTO JIaBaM TOJIOKUTETHA OIEHKa Ha JAMCEPTAllMOHHUS TPyd M yOeIeHO MpernopbyBaM Ha
YBa)xaeMOTO HAy4YHO *KYpH Jla IPUCHIU Ha ac. Mar. uHxk. Ban Jlro6omupos [IprHKOB 0Opa3oBarenHaTa
Y Hay4Ha CTereH ,,JlokTop®.

Codust
24.08.2026 . PeneH3eHT: ...,

/mot. 1-p T'eopru SanpsHoB/
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1. Relevance of the problem addressed in the dissertation from a scientific and scientific-applied perspective

The topic of the dissertation is relevant and practically significant. It addresses the subsequent use of
already compromised information as a source for risk assessment and early identification of potential
threats. As the volumes of personal, corporate, and technical data increase, so does the possibility that
leaked user identifiers, passwords, tokens, configuration files, metadata, and other sensitive resources
may be used for phishing, credential abuse, identity theft, unauthorized access, and targeted attacks
against organizations.

The author appropriately emphasizes that traditional protection mechanisms are aimed primarily at
preventing and detecting incidents, whereas the subsequent analysis of data that have already leaked
often requires manual work with OSINT tools, specialized scripts, and heterogeneous information
sources. In this context, the development of an integrated environment for collection, verification,
unification, analysis, notification, and report generation is a well-founded scientific-applied task.

The main objective is to develop and apply a methodological approach for the automated processing,
unification, and analysis of large volumes of heterogeneous leaked data and to create a conceptual model
of an Active System and Analyzer of Leaked Data (ASAID). Five tasks have been formulated to achieve
this objective, covering the characteristics of heterogeneous datasets, data standardization, the
architectural model, analysis algorithms, and their experimental testing. The objective and tasks are
logically related and correspond to the subject area of the doctoral programme.

The dissertation comprises 131 pages and includes an introduction, four chapters, a conclusion,
contributions, and a bibliography of 56 sources. The text contains 78 figures and 9 tables. The substantial
practical scope of the research is also demonstrated by the processing of datasets reaching approximately
5 billion records and about 2 TB of information.

2. Knowledge of the state of the problem and creative interpretation of the literature



The doctoral candidate demonstrates good knowledge of the issues related to data leakage, OSINT,
personal data protection, processing of large information datasets, client-server architectures, distributed
databases, and applicable analytical procedures. The bibliography contains 56 sources - scientific
publications, monographs, regulatory and technical materials, documentation for the technologies used,
and official resources of the systems under review.

Chapter One analyses existing services for working with compromised data and proposes a
distinction between passive notification systems, notification systems, and active analysis systems.
HIBP, DeHashed, Snusbase, Firefox Dark Web Monitoring, LastPass Dark Web Monitoring, and F-
Secure Identity Theft Checker are examined in detail, while the author states that more than 30 similar
platforms were covered in the broader study. A significant positive aspect is the effort to identify a
functional gap in existing solutions and to use it to justify the need for ASAID.

The literature and technology review is sufficient for defining the research task, although in places it
is predominantly descriptive. Some statements are based on product documentation and web resources,
while the critical comparison between different scientific and technological approaches could be more
systematic. Given the dynamic nature of online services, the comparison should be tied to a clearly
specified date of assessment and uniform evaluation criteria. These remarks do not change the conclusion
that the author has a good command of the research field and is capable of interpreting the material in
relation to the problem addressed.

3. Adequacy of the selected research methodology to the stated objective and tasks

The selected approach follows a sequence appropriate to the stated objective: locating and collecting
data; verification and validation; cleaning and deduplication; unification and standardization;
categorization by type and criticality; storage; analytical processing; identification of potential threats;
notification; and report generation. The distinction between validation of data format and structure and
verification of data authenticity is methodologically sound.

A substantial part of the methodology is the developed PyFormat software tool, which automates
preprocessing, deduplication, and conversion of heterogeneous data into a unified CSV format. The
architectural part is based on a modified three-tier client-server structure supplemented by cluster
organization, MongoDB sharding, auxiliary databases, analytical modules, and a notification module.
This approach provides logical modularity and the possibility of future horizontal scaling.

The work makes it possible to distinguish between conceptual design, prototype implementation, and
experimentally validated components. Functional elements of the client layer, server services, a database,
a notification module, PyFormat, analytical procedures, and report generation have been implemented.
At the same time, a complete experimental evaluation of cluster acceleration has not been carried out
because of the limited physical infrastructure. This limitation is correctly identified by the author and
should be taken into account when assessing scalability, but it does not compromise the adequacy of the
overall methodology.

4. Analytical characteristics and assessment of the reliability of the material

Chapter One

Chapter One is of a review nature. It presents the main concepts, the relationship between leaked data
and OSINT, legal aspects, and classifications of data types and systems for working with them. The



proposed classification of passive leaked-data notification systems, leaked-data notification systems, and
ASAID is used consistently as a basis for formulating the research problem. The conclusion that existing
services are mainly oriented toward checking and notification rather than integrated automated analysis
provides the logical link to the subsequent chapters. A stronger aspect would have been the introduction
of a predefined formalized matrix of criteria for evaluating all platforms considered, since their
functionality changes over time.

Chapter Two

Chapter Two develops the conceptual model of ASAID. A modular three-tier architecture is
proposed, comprising client, server, and data layers, supplemented by a clustered server, shared-nothing
organization, and specialized analysis and notification modules. The technologies used themselves -
REST APIs, clustering, virtualization, containers, and distributed databases - are established solutions;
the original value of the work lies in their systematization and adaptation to the specific process of
handling leaked critical data.

The experimental section describes a minimal local prototype with an AMD Ryzen 7 3800X, 32 GB
RAM, and SSD for the logical layer, and a Dell R720xd with two Xeon E5-2665 processors, 64 GB ECC
RAM, and a disk array for the data layer. Three virtual Ubuntu Server 24 LTS nodes are also
implemented. The author explicitly notes that the shared physical resources of the virtual machines do
not allow an objective measurement of the acceleration resulting from clustering. Query times are
measured on approximately 1 TB of real data, but the values after MongoDB sharding are presented as
projected rather than experimentally verified results. This is a correctly stated limitation that should be
clearly distinguished from the validated results.

Chapter Three

Chapter Three addresses the problems involved in data preparation and management: duplication,
non-standard formats, encoding, missing and inconsistent records, validation, verification,
categorization, and storage. Practical procedures are formulated for comparison with reference sources,
cross-checking, sample verification, and comparison with other databases. A methodology for frequency
analysis of critical data categories is also presented.

The quantitative basis is substantial. However, different parts of the dissertation refer to "more than
3 billion" and "approximately 5 billion" records. The frequency analysis uses a dataset of approximately
5 billion records and presents groups of 62%, 28%, and 10%. The formulas for relative frequency are
clear, but the thresholds by which individual categories are assigned to high-, medium-, and low-
frequency groups are not sufficiently formalized. For reproducibility of the research, the total number of
collected, verified, processed, and specifically analyzed records should be clearly distinguished.

Chapter Four

Chapter Four is the principal applied part of the dissertation. It presents the technology stack and
prototype implementation of ASAID, the processes for data collection and verification, PyFormat,
analyses of passwords, hashes, locations, domains, documents, and metadata, the use of OSINT, the
identification of potential threats, the notification module, and automated generation of PDF reports. The
notification module includes asynchronous processing, exception handling, encrypted channels, event
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logging, and REST API integrations, demonstrating a level of implementation beyond a purely
conceptual model.

PyFormat is a practically significant result. The algorithm includes analysis, editing, configuration,
and extraction, as well as deduplication. The experiment with a CSV file containing 2,974,336 rows and
49 fields demonstrates the processing of a large dataset, with the reported speed ranging from more than
1,000 to approximately 100,000 rows per second. The author states that more than 5 billion records were
validated and converted to CSV format using PyFormat and that the algorithms were accelerated by more
than 25 times during development. The comparison with MS Excel demonstrates an advantage over a
conventional office product, but a stronger performance assessment would require comparison with
specialized ETL/Big Data tools under identical conditions and with repeatable measurements.

The analysis of 3,723,514 real user passwords is one of the best quantitatively supported experiments.
Password length, frequency, position, and character type are examined in order to identify dependencies
related to the human factor in password creation. The geolocation analysis is implemented using the
author's own data, which is an appropriate choice from an ethical perspective. EXIF/GPS data, IP-based
and manually specified coordinates, Delaunay triangulation, and point weighting are used. A zone with
an approximate radius of 500 meters is obtained, but the author himself notes that the result cannot be
objectively verified. The weights assigned to the different sources of location data and their influence on
the final result are also not sufficiently justified or quantitatively validated.

At the end of the chapter, a functional comparison between ASAID and existing systems is presented
using the indicators "Yes/No/Limited". It demonstrates the broader intended functional scope of ASAID,
but it does not constitute a quantitative benchmark in terms of latency, throughput, analytical accuracy,
cost, and resource utilization. Overall, the material in Chapter Four demonstrates real software
development and experimental work, although some architectural and analytical results remain
prototype-based or demonstrative.

5. Scientific and scientific-applied contributions of the dissertation

The dissertation formulates three scientific-applied and two applied contributions. | accept the
contributory nature of the work in substance, but I consider that the formulations could be refined so as
to distinguish more clearly between novel results and review activities.

| regard the following as the most substantial scientific-applied results:

e The developed methodological sequence for transforming raw heterogeneous leaked data into
verified, structured, and analytically usable datasets;

e The conceptual model of ASAID, which integrates collection, storage, processing, analytical
modules, notification, and reporting;

e The adaptation and integration of different analytical procedures to the specific task of
identifying potential threats.

As clearly expressed applied contributions, | accept the development and experimental use of
PyFormat and the partial implementation of ASAID with functional modules for processing, analysis,
notification, and report generation. The formulation "the main analyses applicable to leaked data have
been reviewed and compared" is, in itself, primarily systematic in nature and | would not regard it as a
strong independent scientific-applied contribution unless it is linked to the proposed methodology and
architecture.
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In summary, the contributions are predominantly scientific-applied and applied and are sufficient in
nature for a dissertation in the doctoral programme "Computer Technologies in Engineering".

6. Assessment of the doctoral candidate’s personal contribution

The presented material provides grounds for recognizing substantial personal involvement by the
doctoral candidate. The text describes the author's own development of PyFormat, the construction and
configuration of prototype ASAID components, the collection and processing of large information
datasets, the development of analytical scripts, and the conduct of experiments. The location analysis
uses the author's personal data, which further demonstrates direct involvement in the experimental work.

Of the three publications on the topic, one is single-authored and the other two are co-authored. On
the basis of the dissertation text and the list of publications presented, | accept that the main results and
contributions are to a substantial degree the personal work of the candidate.

7. Assessment of the publications related to the dissertation

Three publications related to the dissertation are presented and are thematically connected with the
main directions of the research: a single-authored publication from 2022 on the use of dependencies
derived from leaked data in password generation; a 2023 publication on geolocation authentication using
leaked data; and a 2026 publication on an OSINT tool for geolocation analysis through coordinate
triangulation, stated as accepted for publication. All are published in the Annual of the University of
Mining and Geology "St. Ivan Rilski".

| positively assess the presence of a single-authored publication and the direct thematic relationship
between the publications and the dissertation. The dissertation itself does not provide information on
citations, indexing in international databases, or a separate bibliometric evaluation; therefore, such claims
cannot be made solely on the basis of the submitted work. Compliance with the specific minimum
national and institutional requirements should be established from the complete set of documents in the
procedure.

8. Use of the dissertation results in scientific and social practice. Practical applicability

The results have a clear practical orientation. Prototype components have been implemented for
searching compromised identifiers, processing and unifying data, analyzing passwords, locations,
domains, documents, and metadata, automatic notification, and generation of PDF reports. The
possibility of implementing ASAID in the cloud using Google Cloud was also examined, and a
preliminary assessment was made of the required infrastructure and the associated monthly costs.

The practical value is demonstrated most strongly at the level of a research prototype and a
proprietary software tool. No documents are presented for deployment of ASAID in a real organization,
long-term operation, or direct economic impact. The result should therefore be assessed as an
implemented prototype with potential for practical deployment rather than as a completed production
system.

9. Assessment of the conformity of the dissertation abstract with the requirements and the
adequacy of its representation of the dissertation

The dissertation abstract comprises 55 pages and has been prepared in accordance with academic
requirements. Following comparison with the full dissertation, | consider that the abstract generally
presents adequately the structure, stated tasks, architectural model, main experimental results,
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contributions, and limitations of the research. The main results concerning PyFormat, password analysis,
location analysis, functional modules, and comparison with existing systems are reflected consistently
with the dissertation.

There are individual editorial inconsistencies, including a different number of tables stated — 10 in
the abstract and 9 in the dissertation — as well as inaccuracies in the numbering and spelling of certain
terms and names. These issues do not affect the substance of the research.

10. Remarks and recommendations
The following remarks and recommendations can be made regarding the dissertation:

o Different parts of the dissertation report different volumes of the data studied - "more than 3
billion™ and "approximately 5 billion™ records. There is no sufficiently clear distinction
between the total number of records collected, verified, processed, and included in the
individual experiments.

e The reported figure of approximately 95% verified data is not supported by a sufficiently
formalized quantitative criterion. The approaches used for cross-checking and comparison
with reference sources are described, but no methodology is presented that would allow this
estimate to be reproduced unambiguously.

e The proposed cluster architecture of ASAID is implemented and investigated mainly in a
virtualized environment with shared physical resources. Consequently, the degree of
acceleration and scalability when moving to a real shared-nothing configuration has not been
experimentally demonstrated, and some performance estimates are predictive in nature.

e The experimental results for PyFormat demonstrate operability with large information
datasets, but the comparative performance assessment is limited. The use of MS Excel as the
main comparison baseline does not allow a full evaluation against specialized ETL and Big
Data processing tools.

e In the location-data analysis and the use of Delaunay triangulation, weights are assigned to
different sources of coordinate information, but the method for determining these weights and
their influence on the final result are not quantitatively validated. The author himself notes
the limited possibility for objective verification of the results obtained.

The above remarks do not diminish the value of the dissertation and are primarily of a
recommendatory nature, while also highlighting the substantial scope of the research work carried out.

11. Conclusion

The dissertation of Assist. Prof. MSc Eng. Ivan Lyubomirov Drankov addresses a relevant and
practically significant problem in the field of information security, data analysis, and the design of
scalable computer systems. The work follows a consistent logic - from analysis of existing solutions and
formulation of an original classification, through a methodology for data preparation and verification and
an architectural model, to prototype implementation and experimental studies. | regard the conceptual
model of ASAID, the developed PyFormat software tool, the systematized procedure for processing large
heterogeneous datasets, the functional analysis and notification modules, the analysis of a substantial
dataset of real user passwords, and the automated generation of analytical reports as significant results.
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Importantly, the work is not limited to a concept but includes software components that have actually
been developed and investigated.

At the same time, the work has clearly defined limitations: cluster scaling has not been validated on
independent physical nodes; some quantitative claims require stricter formalization; and certain
experiments are demonstrative because of legal and ethical constraints. The author himself acknowledges
a substantial part of these limitations and identifies directions for future development.

The presented results are predominantly scientific-applied and applied in nature and demonstrate the
candidate's ability to independently formulate an engineering research problem, design an architectural
solution, develop software, and conduct experimental studies with large information datasets.

| consider that the dissertation meets the requirements of the Law on the Development of Academic
Staff in the Republic of Bulgaria and the relevant regulations. On the basis of the above, | give a positive
assessment of the dissertation and confidently recommend that the esteemed Scientific Jury award Assist.
Prof. MSc Eng. Ivan Lyubomirov Drankov the educational and scientific degree "Doctor".

Sofia
24 August 2026 Reviewer: ...,

/Assoc. Prof. Georgi Zapryanov, PhD/
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